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Abstract

Recently, quantum-dot cellular automata (QCA) based reversible logic circuit has an
enormous benefit over CMOS based logic circuit. As a promising technology for
Nanoelectronics computing, reversible-QCA has gained more and more attention from
researchers around the world. In this paper, we implemented a reversible authenticator circuit
based on QCA. This article presents a Nano-authenticator circuit to verify the authenticated
and unauthenticated inputs. The proposed QCA designs have been implemented in a different
manner from existing designs, which are primarily based on a coplanar design approach. The
efficiency of QCA design has been investigated based on parameters such as cell count, area,
and latency. Further, missing an additional cell defect of the reversible authenticator has been
analyzed and covers the fault tolerance of 60.41% and 75%, respectively. In addition, the
proposed Feynman gate in QCA environment achieves 76.35% area, 12.5% cell count and
95.55% average energy dissipation improvement as compared to the existing layout.
Moreover, the new reversible authentication circuit achieves 87.75% cost and 43.54% area
improvement in comparison with the previous state-of-art design.

Keywords: Reversible authentication, Quantum computing, Minimal, Cellular automata,
Low cost.

1. Introduction

Quantum-dot cellular automata (QCA) is a nanoscale-based computing paradigm which does
not use transistors. QCA circuits are high speed, high-density circuits which consume lower
power with compared to complementary metal-oxide-semiconductor (CMQOS) logic circuits
[1]. CMOS has reached its short channel effect and scaling due to quantum mechanical effect
(QME) [2]. Increase in energy dissipation of the CMOS circuit is driven by size and
materials. Many Nanocircuits based on QCA has been synthesized for low power and high
density [3]. The physical implementation of QCA was first proposed in 1993 and fabricated
in 1997 [4]. Energy dissipation is an important factor for the development of digital logic
circuit [5].
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Nowadays, with using advance Nanodevices, the circuits dissipate very low energy.
However, as the density of devices increases exponentially, this energy dissipation will play
an important role in the next decades. Quantum technology has diverse applications in the
domain of Nanoelectronics. Information processing in which there is no loss of data is known
as reversible computing and the logic gates that execute such task are called quantum logic
gates [6]. Reversible and quantum computing are linked to each other since, in quantum
technology, all computation must be reversible [7]. Quantum logic information is made of
qubit or quantum bit. Digital circuit is constructed from logic gates, wherein quantum
computing design is constructed from elemental quantum gates (Controlled-V, Controlled-
V+, and CNOT) [8].

This paper aims to synthesis low-cost reversible authenticator based solely on the Feynman
gate (FG). The achievement is based on the comparison of the extracted results with existing
works. The achievement of this work is to consider both quantum circuit and physical
foreground implementation of authenticator circuit in QCA. Thus proposed authenticator
layout in QCA improves cost and area, which eventually improves the system reliability of
the latest Nanoelectronics devices. While less amount of work for circuit reliability analysis
such as a missing cell, additional cell and cell displacement based defect have been available
in the literature, there is a lack of robust architecture on their parameters such as complexity,
area, and latency. Quantum-dot cellular automata probabilistic tool (QCAPro) is a robust tool
which estimates the energy dissipation of QCA Design. In this work, we use the QCAPro tool
to calculate the energy estimation results for the proposed reversible authentication circuit.
Understanding the reliability concern in QCA with focus on missing cell defect, additional
cell defect, and displacement.

Following are the achievements of the proposed work:

e We design a low-cost reversible authentication circuit in QCA environment for
Nanocomputing application.

e We estimate the correct fault pattern of reversible authenticator circuit based on the
single and additional missing cell defects in QCA architecture.

e We estimate the energy dissipation parameters of reversible authenticator circuit.

e We analyze the displacement tolerance of reversible authenticator in QCA for loosely
and tightly coupled cells.

e We apply the displacement tolerance based analysis of loosely coupled cell up to 1nm
in the QCA authenticator circuit.

e We estimate the cell position success rate of authenticator circuit for tightly coupled
cell up to 4.8nm.

The rest of the paper is arranged as follows. In Section 2, we review the preliminary related
to this paper. Section 3, deals with the related work. In Section 4, we implement the Feynman
gate in QCA. Framework for Authentication matching process is explained in Section 5.
Fault detection in authenticator circuit is discussed in Section 6. Energy dissipation is
calculated in Section 7. Section 8 deals with the performance parameter analysis. Finally, we
conclude the work in Section 9.

2. Preliminaries

Some of the terminologies related to reversible logic and QCA computing are presented in
this section. All the terminologies have been reviewed in [9-12]
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2.1 Reversible Computing

Definition 2.1: Boolean operation is reversible if every output logic patterns uniquely map to
an input logic patterns and vice versa.

Definition 2.2: A reversible network consists of reversible gates and each reversible gate
based on Controlled V, Controlled V+, and Controlled NOT. The numbers of elemental
quantum gates utilized in the quantum circuit are used for calculation of the quantum cost.
Definition2.3: A non-reversible Boolean operation F: {0,1}p+{1,1}q, can also be formed by
reversible with the addition of input lines noted as constant input/ ancilla inputs.
Definition2.4: Toffoli gate (TG) has three inputs and three outputs. First and second bits are
known as control bits that are unchanged by the quantum wire. The third bit is mapped to the
control gate. It changes the qubit, if the control bits are fixed to 1, else the qubits are
unchanged.

Example 2.1: Toffoli gate: A 3x3 TG is also CCNOT gate. This gate passes the first two
inputs in the output side. In Fig. 1 dot is a control point and Ex-OR is a control gate if all the
control points are set to 1 then control gate changes the bits.

Example 2.2: Reversible 3x3 Toffoli gate output is P=A, Q=B, and R=(AB&C). It can
generate NAND, OR, AND and NOR on the output node. Reversible Peres gate outputs are
P=A, Q= (A@B) and R=(AB&C). It can generate AND, NOR, XOR, and NOT. The quantum
representation of cascaded reversible Toffoli gate and Peres gate is shown in Fig. 1

TG PG
Control‘ﬂ\:/"“’\‘ _I_)__C_ert_rol' p
ControIB_ t Q Contro L o
Target O‘\ R Targeth,p,  / R

.....

Fig 1. Quantum circuit of TG and PG.
2.2 QCA Computing

The VLSI strategy for circuit design is utilized for CMOS technology. These technologies
suffer from high leakage current, limitation of feature size, and scaling limitation [10]. The
experimental set-up view of QCA cell is shown in Fig. 2a. The QCA technology is one of the
newer logic computing with low energy dissipation and high speed.QCA cell is composed of
4 dots with 2 electrons. Two possible polarization states are used, such as P=+1 and P=-1, for
binary 1 and binary 0 respectively, for storing information in the cell (In Fig 2b). Majority
gate, fan-out, and inverter design in QCA are depicted in Figs 2c, 2d, and 2e, respectively.
QCA design requires a clocking to flow and control the data [11]. The appropriate electric
field is required to change the potential barriers [12]. Clock zones active the data flow
computation in a sequential manner [13]. All clocks zones are specified by Switch, Hold,
Release and Relax, which is shown in Fig 3. The rotated cells concept in QCA technology
has more stable. The advantages of using rotated cells are that wire crossing is possible in the
same layer, which requires less area and is more reliable. The rotated and non-rotated cells
based wires can cross each other without affecting their logic values in the same plane. If
there are no rotated cells in the QCA design, then the crossing of wires can be done using
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only rotated cells in multilayer. This multilayer crossing leads to more area and less
reliability of the design.
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Fig 2. QCA basic: (a) Experimental view of QCA (b) Polarization value in QCA cell (c) Majority gate
(d) Fan-out (e) Inverter.
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Fig 3.QCA Clocking mechanism
2.3. QCA Defect

QCA defect has attracted considerable attention in current research for Nanoscale based
testing, because of the high possibility of the presence of defects in Nanoscale. These defects
are tackled by a testing engineer, which may occur in the chemical synthesis phase. The
defect tolerance value usually indicates the reliability percentage of QCA design. Defects can

Note: Accepted manuscripts are articles that have been peer-reviewed and accepted for publication by the Editorial Board.
These articles have not yet been copyedited and/or formatted in the journal house style.



International Journal of Nanoelectronics and Materials

e

UNIVERSITI
MALAYSIA

In Press, Accepted Manuscript - Note to users {..MAP PERLIS

be categorized as cell misalignment, cell displacement, cell missing, extra cell and rotated
cells [14]. Some of the QCA defects are described below:

Cell misalignment and displacement-based defect: Each cell in right place structures is
shown in Fig. 4 (a). Figs. 4 (b) and 4 (c) show the QCA defects for the cell incorrect placed in
the position. From the above illustration, it can be said that adjacent cell’s distance wrongly
placed, the design shows the incorrect logic function.

Cell missing based defect: In Fig. 4 (d) cell missing defect have been shown. This kind of
defect can be illustrated as when the particular cell position is missing.

Extra cell-based defect: Extra cell makes the design denser because a considerable space is
required to place the cell. Also, the functionality of the design is incorrect since the extra cell
is randomly found. Fig. 4 (e) shows the extra cell model structure.

Drive cell rotated based defect: In Fig. 4 (f) the drive cell is rotated. The model structure is
incorrectly configured, with drive, cell rotated. Then the design results in incorrect
functionality.
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Figure 4. QCA fault (a) no fault in majority gate (b) cell displacement fault (c) cell misalignment
fault (d) cell missing fault (e) extra cell fault (f) drive cell rotated fault.

3. Related Work

Due to the advancement in Nanoelectronics technology, high-speed Nanoelectronics circuits
are becoming more popular [15]. Parameters of reversible-QCA such as garbage output,
quantum cost, complexity, area, and latency are used for optimization of the circuits [16].
However, their testing of Nanocircuit is still a major concern [17]. Missing cell defect,
additional cell defect, and displacement cell defect are common faults in QCA terminology.
In order to increase the circuit reliability, testing is performed in the proposed authenticator
circuit. The authors in [18] have designed data path selector using multiplexer and
demultiplexer with an innovative way of path selector. In addition, the design has been
implemented in QCA. Three modules such as demultiplexer, crossbar, and parallel-to-serial
converter implement the structure of Nano-router [19]. In this work, the proposed design is
realized by QCA technology by using a four-clock zone scheme. The existing work in [20]
has presented reversible authentication using Fredkin gate. In [20] the quantum cost for
authentication using Fredkin and NOT gate have mentioned six. In [21], a reversible
fingerprint authenticator QCA design was implemented to verify the authentication results.
However, no testability features for authentication have been originated in the state-of-art
technology. The existing QCA layout of authenticator was required more cell count, latency
and area. By considering all these issues the proposed design has been optimized in a more
efficient way by novel architecture and testability feature. The design, presented in this work,
have been implemented by Feynman gate (FG), which results in low QCA primitives such as
area, cell count, and latency. The proposed QCA architecture of authenticator circuit has a
less cell count, area, and latency than existing approach while providing the same circuit
functionality.
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4. Reversible Feynman Gate (FG)

Synthesize of the authenticator, we have utilized FG as the building block. It maps bijective
maps of inputs to outputs as (A, B) to (4, A®B). The quantum circuit of the FG is shown in
Fig. 5. The FG in QCA layout uses eleven cell count and obtained the output Q after 0.5
clock cycle delay. Fig. 6 presents the layout and simulation results of FG. Bistable-
approximation simulation engine is selected to simulate the FG layout result presents in Fig.
6b. To measure the effectiveness of layout in QCA, we have considered existing layout in
[20, 21]. Table 1, presents the comparative results based on QCA primitives such as number
of the inverters, number of majority gates, cell count, area and latency. The proposed
authentication circuit in QCA use only two clock zones. This QCA layout consumes only 11
cells, 0.0174pm? area, and 0.5 latency. Table 1 shows the comparative results based on the
proposed design and existing designs.

A P=A
B Q=A®B

Fig. 5.Quantum circuit of FG
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Fig. 6. FG: (a) Cell layout (b) Simulation result

Table 1. New cell layout of utilizing gate in authentication against prior cell layout

Cell layout Majority Inverter Complexity | Cell area Total Latency
Area
(um?)
Proposed 1 1 11 0.0035 0.0174 0.5
[20] 3 2 37 0.0148 0.0352 0.75
[21] 6 2 88 0.035 0.098 0.75
% improvement w.r.to [20] 50% 70.27% 76.35% 50.56% 33.33%
% improvement w.r.to [21] 50% 87.5% 90% 82.24% 33.33%

5. The Framework of Proposed Authenticator

Authenticator matching is a system that determines the acquisition of inputs with a store input
accumulated in the database [21]. A complete block diagram of the authenticator matching
system is shown in Fig. 7. In the authenticator matching system, the database is obtained in
the user collection phase. After that, the matching process takes place through the acquisition
of inputs. Such inputs must be processed in a matching block. After the processing of the

Note: Accepted manuscripts are articles that have been peer-reviewed and accepted for publication by the Editorial Board.
These articles have not yet been copyedited and/or formatted in the journal house style.



@ UNIVERSITI

MALAYSIA

U MAP PERLIS

inputs, the decision block will be utilized with the template database. Finally, a result is
obtained with the logic bits to ensure the authenticity of the inputs.
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Fig. 7.Block diagram of a typical authenticated verification system

5.1 Proposed Design and Simulation Results

The proposed circuit is based on the reversible logic gates. Reversible FG and NOT gates are
utilized for the authentication circuit. Reversible FG is used and inputs are assigned to find
the authenticated output. The complete block diagram of this authentication approach is
presented in Fig. 8.

Authenticated inputs |/ 00011011 Unauthenticated inputs —®| 00100100
NS 4
N Matching and Y Matching and
00011011 [ decisionby 11011011 [  decision by
authenticator authenticator
circuit circuit
A S
Authenticated Unauthenticated
inputs inputs
(a) (b)

Fig. 8. Working of authentication process: (a) authenticated inputs (b) unauthenticated inputs.

For the synthesis of the authenticator circuit, FG and NOT gates are utilized. The building
block of the authenticator circuit based on FG and NOT gate is shown in Fig 9. The output of
the authenticator logic circuit is obtained by the second output. It is analyzed that this circuit
requires an only two quantum cost.

D S
B ———Q-AeB
CNOT NOT
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Fig. 9. Synthesis of authenticator circuit with FG and NOT gate

Authenticator based on reversible gates have been implemented in QCA by using one
inverter (INV 1) and proposed Feynman gate in Fig. 10(a). The authenticator design consists
of 12 cells covering the footprint area of 0.12pum?. Simulation setting of the Bistable engine is
used to simulate the authenticator design. The authenticator circuit based on input
A(00011011) and stored data B(00011011) is shown in Fig. 10(b). The other input
A(11011011) and stored data B(00100100) generate the unauthenticated output in a binary
form as shown in Fig 11(a) and 11(b). The Q output is used to present the unauthenticated
output. The two examples are pointed in random cases and the test outputs represent the
authenticated and unauthenticated logic of the QCA design based on the FG and inverter
gate. We analyzed authenticated and unauthenticated inputs for the proposed circuits, and
considered the inputs patterns in two cases. The first case takes the input A as 11011011 and
matches the stored data B i.e. 11011011. In simulation result, Q output is 11111111. If there
is no ‘0’ bit in Q, then A is authenticated input. Fig 10(b) shows the results under inputs
11011011 and stored data 00100100. This QCA level circuit is presented in Fig. 11(a). The
unauthenticated outputs are presented by simulation results of Fig 11(b). In simulation result,
Q is 00000000. If any bit is ‘0’ in Q value then input A is considered as unauthenticated. In
this case, A is unauthenticated input.

Simulation Resuls
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Fig 10. Authenticator Output: (a) Cell layout of authenticator circuit (b) Simulation result of
the authenticator circuit based on inputs A(00011011) and B(00011011).
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Simulation Results
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Fig 11. Unauthenticator Output: (a) Cell layout of authenticator circuit (b) Simulation result
of the unauthenticated circuit based on inputs A(11011011) and B(00100100).

6. Defect Analysis of the Proposed Authenticator QCA Layout
6.1 Missing and additional cell defects in proposed QCA architecture

The missing and additional cell defects of faulty FG are depicted in Figure 12. Here all cells
are numbered according to the coordinates. Missing cell defects are possible for all the 12
numbers of cells for the proposed QCA authenticated circuit. Similarly, 12 numbers of
additional cell defects are possible in the proposed layout. The functionality of the circuit is
verified in presence of all possible missing and additional cell defects in QCADesigner tool.
The results are summarized in Table 2 and Table 3. In both tables, the first column specifies
the input test vectors for A and B. Here only Q output is considered for fault tolerance
analysis because it is the decision output of the proposed layout of the authenticator. In Table
2, the value of Q is specified for all possible missing cell faults from column no. 2 to 12.
Similarly, in Table 3, Q outputs are given for all additional cell-based defects. In both tables,
the last column indicates the correct patterns out of total patterns in presence of faults. The
average correct patterns for missing cell defects are 60.41%, whereas it is 75% for additional
cell defects. The average fault tolerance value is 67.70% (i.e. (60.41% + 75%) / 2) in
presence of these defects. So here, we conclude that, under single missing cell and additional
cell defects, the probability of having the correct decision output for the proposed
authenticator is 67.70%.
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Table 2. Fault tolerant analysis of missing cell defects

ABlL)[AA[WH]@We) @] 2324 ] @5 ] @1 ]G4 41)] (52 [ correct patterns
0 0] o |1 |1 1]o [ 1110 1] o0/ 0o |712=5833%
01/ 0| 1o oo 1] 1] 1o 10/ 0 |712=583%
1 0] 0| 10 o ] 1111010 0 |612=5%
1 1] 1 |1 |1 1] 11110 10| 0 |o912=7%

Avg. =60.41%

Table 3. Fault tolerant analysis of additional cell defects

ABIAD[@[CH][e[GEA[G3[GS][ 1“3 ] 44 ] 6L ][ 63 [ correct patterns
0 0| 1 1] o0 1 0 | 1 1] o0 1 1 0 1 [8/12=75%
0 1] 0 1] o0 0| o] 1] o 1 [ o] o 1 0 [8/12 =75%
1 0] 0 1] o0 0| o] 1] o 1 [ o] o 1 0 [8/12 =75%
1 1] 1 1] o0 1 0 | 1 1] o0 1 1 0 1 | 8/12= 75%

Avg. =75%
6.2 Displacement tolerance for the proposed authenticator

Besides missing cells and additional cells, the relative position of cells or cells displacement
also has some impact on the structure. Therefore, the fault tolerance of the displacement of
cells from its original position plays a vital role in the fabrication of error-free circuits. For
the analysis of displacement behaviour, the layout is described by using nodes as shown in
Figure 13. The cells shown in the figure are divided into two categories based on the
connection with the driver cell, i.e. loosely and tightly coupled cells. A cell is called loosely
coupled if it is connected to one or two cells, similarly if a cell is connected to more than two
numbers of cells is known as tightly coupled. The tightly coupled cells have a greater
influence on the circuit than do loosely coupled cells. The maximum displacement of the
cells in all directions beyond which the circuit will not perform correctly is reported in Table
4. In this Table, displacement fault-tolerance is measured for Q output. The average value of
cell displacement fault-tolerance of loosely coupled cells is 1nm. This value is 4.8nm for
tightly coupled cells.
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Figure 13. Representation of Authenticator layout with nodes.

Table 4. Displacement tolerance of cells of the authenticator

Cell position Success rate | Loosely coupled cell
(nm)
3 A 2 5 7 8 B Q Avg.

0.8nm 1.6nm Onm 0.3nm 0.2nm 1.3nm 0.2nm 3.6nm 1nm

Cell position Success rate | Tightly coupled cell
(nm)
1 4 6 Avg.

14nm  0.5nm Onm 4.8nm

7. Energy Dissipation Analysis in Different Tunneling Levels of Energy

In order to measure the energy dissipation of new authentication circuits, we used QCAPro
tool to estimation the energy dissipations parameters. The energy dissipations parameters and
the thermal map are obtained by QCAPro tool after the successful simulation of QCA design.
The energy dissipation parameters are obtained for selection of energy level at a temperature
of 2K, as present in Table 5. Further, the extracted parameters such as Avg. Switching
Energy diss., Avg. Energy diss. of circuit, Avg. Leakage Energy diss. at three levels of
tunnelling energy such as 0.5Ey, 1Ek, and 1.5E of the proposed design and existing designs
are presented in Table 5. As per the Table 5, it is shown that the newly authentication design
dissipate 80.32% less Avg. Switching Energy diss., 75.80% Avg. Energy diss. of the circuit,
63.32% Avg. Leakage Energy diss. at 0.5E. It is proved that we have attained an optimal
value of power dissipation. It ensures that the proposed design achieves the low lost
Nanocircuits feature.
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Fig. 14 Power dissipation map for the existing QCA architecture with 0.5E(a)
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Fig. 15. Power dissipation map for the proposed QCA authentication with 0.5Ek.

Table 5. Energy dissipation analysis of authentication circuit in different tunneling levels of
energy

Avg Switching Energy diss. Avg Leakage Energy diss.

Design (meV) (meV)

Avg Energy diss. (meV)

0.5E¢ 1E 1.5E 0.5Ey 1E, 1.5E 0.5Ey 1Ey 1.5E

Proposed 0.00555 | 0.00460 | 0.00385 | 0.01053 | 0.01671 | 0.02346 | 0.00498 | 0.01211 | 0.01961

[20] 0.02821 | 0.02386 | 0.01996 | 0.04179 | 0.06140 | 0.08421 | 0.01358 | 0.03754 | 0.06426

[21] 0.12585 | 0.11086 | 0.09603 | 0.15033 | 0.18579 | 0.23109 | 0.02448 | 0.07493 | 0.13506

%
Improvement | 80.32 80.72 80.71 75.80 72.78 72.14 63.32 67.74 69.22
w.r.to [20]

%
Improvement | 95.55 95.85 95.99 92.99 91.10 89.88 79.65 83.79 85.48
w.r.to [21]

In this dissipation map of existing authentication circuit in [20, 21], the lighter cells dissipate
less energy and darker cells dissipate the higher energy, which is shown in Figs. 14 and 15.
These thermal maps were obtained after the simulation of QCA design by the QCAPro tool.
The energy dissipation parameters of the existing QCA authentication [20, 21] and proposed
circuit in with 0.5E¢ is shown in Table 5. The power dissipation map of proposed
authentication is measured in standard tunnelling energy levels at 0.5E. According to Fig 15,
it is observed that the presented authentication thermal have fewer darker cells (3 cells out of
12) to ensure less energy dissipation.
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8. Performance Parameter Comparison

Performance comparison is a key parameter to check the synthesis of the circuit. It is
mentioned that the implemented design in [20] requires six quantum cost. EXisting design is
based on Fredkin and inverter gate, which introduces delay as per the counting of the
quantum gate in the quantum circuit. According to the comparison Table 6, the new design
for the authenticator circuit utilizes FG, which has less cell count, area and latency as
compared to the state-of-art designs. The proposed design of reversible authentication in
QCA framework benefits from a low cost related to QCA. It is worth studying that low
latency corresponds to less cell count and crossover. The comparison of the new and prior
circuit can be evaluated easily with the support of performance analysis of authenticator
circuit in Table 6. From Table 6 it is clear that the proposed design latency, total area, cell
area are 33.33%, 74.61%, and 88.48% respectively, as compared to the existing design in
[20, 21]. Therefore, after comparing all the existing designs in [20, 21], it is noticeable that
the performance of proposed authenticator QCA layout with a feature in QCA primitives
gives the cost-efficient approach. To determine the overall performance of the authenticator
designs, the Cost=Latency’x Total area is also shown in Table 6.

Table 6. Performance comparison analysis of the authenticated circuit

Latency

Gate count Total Cell Area
Design Number (Inverter (Clock areain | areain | usage Cost=Latency”x
of cells +Maj) cycle me me in o Total area
J delay) | M H 0
Proposed 12 2+1=3 050 | 0.0231 | 0.0038 | 16.45 0.0057
[20] 37 3+3=6 075 | 0.0352 | 0.0148 | 42.05 0.0198
[21] 84 6+4=10 075 | 0.0910 | 0.0330 | 36.26 0.0511
0,
/o Improvement 67.56 50 3333 | 3437 | 7432 | 6087 71.21
w.r.to [20]
0,
/o Improvement 85.71 70 3333 | 7461 | 8848 | 5463 88.84
w.r.to [21]

9. Conclusion

The important application of authenticator circuit is the information security. In this article,
the robust architecture of reversible authenticator was proposed for QCA environment. Total
area, latency and cost analysis of new architecture and state-of-art circuits, introduced in this
paper, demonstrate that our methodology achieves superior results as far as latency, total
area, cell area, and cost are concerned. The article has also presented methods such as
missing cell defects, and additional cell defects into a testable Nano-authentication circuit
with experimentally presented 60.41% and 75% correct patters. Moreover, the displacement
tolerance for proposed authenticator in QCA is analyzed and found to be tightly coupled cells
have a greater influence on the circuit than loosely coupled. We examined the robustness of
proposed authenticator circuit in QCA in terms of missing cell defect, additional cell defect,
and displacement defect. The proposed Feynman-gate-based synthesis of the authentication
circuit consume 75.80% less avg. switching energy dissipation., and 63.32% avg. energy
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dissipation, compared to its state-of-art designs counterpart. The future direction of this work
to work with the HDL approach for fault testing, which will cover maximum fault tolerance
capability based on software simulation and synthesis method [1, 22].
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